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Providers and data

The PRISM program collects a wide range of data from the nine companies, although
the details vary by provider.
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What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

.

Microsoft (Hotmail, etc.)
Google
Yahoo!
Facebook
PalTalk
YouTube
Skype
AOL
Apple

.

E-mail

Chat - video, voice
Videos

Photos

Stored data

VolP

File transfers

Video Conferencing

Notifications of target activity — logins, efc.
Online Social Networking details

Special Requests

Complete list and details on PRISM web page:

Go PRISMFAA
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Participating providers

This slide shows when each company joined the program, with Microsoft being the
first, on Sept. 11, 2007, and Apple the most recent, in October 2012.
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PRISM Program Cost: ~
$20M per year
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Asking the U.S. government to allow Google to publish more
national security request data

Posted: Tuesday, June 11,2013 Tweet

This moming we sent the following letter to the offices of the Attomey General and the Federal Bureau of
Investigation. Read the full text below. -Ed.

Dear Attomey General Holder and Director Mueller

Google has worked tremendously hard over the past fifteen years to eam our users' trust. For example, we offer
encryption across our services; we have hired some of the best security engineers in the world; and we have
consistently pushed back on overly broad government requests for our users' data.

We have always made clear that we comply with valid legal requests. And last week, the Director of National
Intelligence acknowledged that service providers have received Foreign Intelligence Surveillance Act (FISA) requests.

Assertions in the press that our compliance with these requests gives the U.S. government unfettered access to our
users' data are simply untrue. However, government nondisclosure obligations regarding the number of FISA national
security requests that Google receives, as well as the number of accounts covered by those requests, fuel that
speculation.

We therefore ask you to help make it possible for Google to publish in our Transparency Report aggregate numbers of
national security requests, including FISA disclosures—in terms of both the number we receive and their scope.
Google's numbers would clearly show that our compliance with these requests falls far short of the claims being
made. Google has nothing to hide.

Google i that you i the recent of general numbers for national security letters. There
have been no adverse consequences arising from their publication, and in fact more companies are receiving your

approval to do so as a result of Google's initiative. Transparency here will likewise serve the public interest without
harming national security.

We will be making this letter public and await your response.

David Drummond
Chief Legal Officer
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| want to respond personally to the outrageous press reports about PRISM:

Facebook is not and has never been part of any program to give the US or any
other government direct access to our servers. We have never received a blanket
request or court order from any government agency asking for information or
metadata in bulk, like the one Verizon reportedly received. And if we did, we would
fight it aggressively. We hadn't even heard of PRISM before yesterday.

When governments ask Facebook for data, we review each request carefully to
make sure they always follow the correct processes and all applicable laws, and
then only provide the information if is required by law. We will continue fighting
aggressively to keep your information safe and secure.

We strongly encourage all governments to be much more transparent about all
programs aimed at keeping the public safe. it's the only way to protect everyone's
civil liberties and create the safe and free society we all want over the long term.
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Two weeks ago, when technology companies were accused of indiscriminately 5o eorper (CNET News) EIIRKTE : #%% 2013/06/18 07:17
sharing customer data with government agencies, Apple issued a clear response:

We first heard of the government's “Prism” program when news organizations asked
us about it on June 6. We do not provide any government agency with direct access to
our servers, and any government agency requesting customer content must geta

http://japan.cnet.com/news/business/35033506/

court order.

Like several other companies, we have asked the U.S. government for permission to
report how many requests we receive related to national security and how we handle
them. We have been authorized to share some of that data, and we are providing it
here in the interest of transparency.

From December 1, 2012 to May 31, 2013, Apple received between 4,000 and 5,000
requests from U.S. law enforcement for customer data. Between 9,000 and 10,000
accounts or devices were specified in those requests, which came from federal, state
and lecal authorities and included both criminal investigations and national security
matters. The most common form of request comes from police investigating robberies
and other crimes, searching for missing children, trying to locate a patient with
Alzheimer's disease, or hoping to prevent a suicide.

Regardless of the circumstances, our Legal team conducts an evaluation of each
request and, only if appropriate, we retrieve and deliver the narrowest possible set of
information to the authorities. In fact, from time to time when we see inconsistencies
or Inaccuracies in a request, we will refuse to fulfill it

Apple has always placed a priority on protecting our customers’ personal data, and we
don’t collect or maintain a mountain of personal details about our customers in the
first place. There are certain categories of information which we do not provide to law
enforcement or any other group because we choose not to retain it

For example, conversations which take place over iMessage and FaceTime are
protected by end-to-end encryption so no one but the sender and receiver can see or
read them. Apple cannot decrypt that data. Similarly, we do not store data related to
customers’ location, Map searches or Siri requests in any identifiable form.

We will continue to work hard to strike the right balance between fulfilling our legal
responsibilities and protecting our customers’ privacy as they expect and deserve.
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to attacks upon his honour and reputation. Everyone has the right to the protection of the law against su®
interference or attacks.

UN Declaration on Human Rights

Stop Watching Us.

The revelations about the National Security Agency's surveillance apparatus, if true,
represent a stunning abuse of our basic rights. We demand the U.S. Congress reveal
the full extent of the NSA's spying programs.

Read the full letter to US Congress

United States

] *Iagreeto Mozilla's
letter to be delivered by

cy and to having my information presented to US Congress in the form of a
the Future (see its p V).
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http://news.cnet.com/8301-13578_3-57589495-38/nsa-spying-flap-extends-to-

contents-of-u.s-phone-calls/ NSA spying ﬂap extends to
contents of U.S. phone calls

National Security Agency discloses in secret Capitol Hill briefing that
thousands of analysts can listen to domestic phone calls. That
authorization appears to extend to e-mail and text messages too.

,r;’ by Declan McCullagh | June 15, 2013 4:39 PM PDT
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that-nsa-analysts-can-listen-to-domestic-calls-without-legal-authorization/
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The NSA, Code Literacy, and You
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Whatever we might think of Edward Snowden’s release of classified documents detailing m Facebook to Twitter are collecting and using this data, why
the NSA’s snooping on America’s - well, everyone’s - communications, at least we all 1 on the act? Instead of looking for potential car buyers or new
now know what's going on. ment is looking for potential terrorists. Or at least that's what
1ple size of known terrorists is so small that it's essentially

al conclusions about their data. The only way to know what

» what they’re saying. Luckily (or terrifyingly, depending on your
n be scanned for keywords as easily as a text document. The
sarsed by humans to determine whether there’s a threat.

Sure, most of us on the coding side of the screen already knew the deal. | haven’t found
a programmer who was surprised by the news that our emails, text messages, and phone
calls are being logged and stored. If anything, most of them are surprised that the general
public seems so shocked. What were people thinking? That Google just gives us services
like Gmail for free? We pay for this stuff - not with cash, but with our data.

s that now this stuff is public knowledge. Most of my friends

t government surveillance of digital communications, already.
even told me about installing switches at cell phone
jovernment snooping. Others helped write the database

at store voicemail long after it has been “deleted” by its

None of our data may be so interesting in itself, but when it's combined with everyone
else’s it reveals a whole lot of information about us. Using factor analysis and other
statistical techniques, big data can identify members of a population who might be about
to purchase a new car, trying to have a baby, or even about to change political
affiliations. No logic is required; the people and machines analyzing big data sets don’t
care about why one set of data points might indicate some other data point; they only
care that it does.

are relieved that the information they were afraid to leak

But they aren’t the only ones who had foreknowledge of this recent leak. Pretty much
anybody who knows how code works was prepared for this sort of revelation. Because
becoming code fluent is about more than simply knowing enough javascript to get a job.
It's a way to become familiar with the operating system on which the human drama is
playing itself out.

Moreover, the better you understand the programs and platforms you use - and the
permanence of aimost everything you do online - the better equipped you will be to
choose what the data watchers know about you, and what they don’t.

May the digitally illiterate proceed at their own risk. Once again, you have been warned.
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